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Abst r act

The collapse of a nunber of high-profile firns (such as Enron

Wirl dCom and Parnmalat) acted as the shaking news that turned the
focus upon Corporate Governance (defined as the total of operations
and controls of an organization). The Sarbanes-Oxley Act of 2002
constituted a reaction against those facts by stressing out the
significance of corporate controls and auditing. At the sane tine, new
forms of corporate structure are energing. Their key characteristic is
their nature of interconnected and distributed business entities that
col | aborate for value creation

It therefore becones inperative to develop the right auditing franmework
in the context of such corporate structures. In this article, we
describe our research findings from the first phase of devel opnent of
our auditing framework. We initially describe current developnents in
Corporate and I T Governance and briefly focus on relevant | T Governance
frameworks that are widely used, such as COBIT. W then analyze and
explain current trends and devel opnents in organizational structures;
especially, the evolution from nonolithic corporate structures to nore
distributed ones. Finally, the effects of this evolution on IT
Governance are nodeled through a new auditing framework. The latter
ains to track changes to a nunber of auditing paraneters and
requi renents that depict the aforenentioned evol uti on path.
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financial statements

JEL O assification: M5, MO0, G30

| nt roducti on

A key success factor of many nodern organizations is their capability
to exploit available information in their decision-nmaking processes

The latter are thus increasingly dependant on the quality of
information which, at the sane tinme, is characterized by constant and
dynam c fl ow.

As a result, there is an ever increasing level of corporate
investments in information technology infrastructures of ever
increasing conplexity. Such conplexity leads to risk exposure that
could result in financial or noral danmage or even danage of a
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conpany’s reputation and client base. Such risks can be internal or
external threats, including unintentional m stakes, nmalicious attacks,
mal functions or other shortcom ngs.

Auditing is the discipline that that brings discipline to the above
factors through rigorous frameworks and guidelines that: a) help
auditors support their opinions in internal audits; b) help them
define the mninum necessary auditing points; c) guide them in the
managenent of internal audit; and d) provide them with standardized
sources for the planning of an audit.

However, this well-defined environment is in a state of prolonged
change due to two key developnents: new legislation and evolving
corporate structures.

First of all, a nunmber of accounting scandals and the collapse of the
likes of Enron and WrldCom turned the spotlight on Corporate
Governance (defined as the total of operations and controls of an
organi zation). The Sarbanes-Oxley Act of 2002 constituted the
| egi slative novenent that signalled the beginning of a new audit
cul ture.

At the sane tine, new forns of corporate structure are energing that
are made possible because of data networks and internet technol ogies.
A new business architecture, terned by a host of nanmes like virtual
organi zations or business webs (Tapscott, 2004), is enabled by the
Internet discontinuity. Its key characteristic is its nature of
i nterconnected and distributed business entities that collaborate for
value creation. Such an architecture can be defined as a system
conposed of suppliers, distributors, service providers, infrastructure
provi ders, and custoners that use the Internet for business
comuni cations and transactions. The main benefit is the potential for
reduci ng search, coordination, contracting, and other transaction
costs between firms.

It therefore becones inperative to develop the right auditing
framework in the context of corporate structures that are transforned
by technol ogi cal discontinuities of this kind. Such a franmework should
aimto mnimze risk exposure while safeguarding the managerial and
accounting benefits of IT investnents.

In this article, we describe our research findings from the first
phase of devel opment of our auditing framework. W initially describe
current devel opments in Corporate and |IT Governance and briefly focus
on relevant | T Governance frameworks that are wi dely used, such as
COBIT. W then analyze and explain current trends and devel opnents in
organi zational structures; especially, the evolution from nonolithic
corporate structures to nore distributed ones. Finally, the effects of
this evolution on |IT Governance are nodeled through a new auditing
framework. The latter ainms to track changes to a number of auditing
paraneters and requirenments that depict the aforementioned evolution
pat h.

Corporate and I T Governance

There are several definitions of Corporate Governance from a nunber of
authors and organi zations. According to (Shleifer and Vishny, 1997)

Corporate Governance deals with the ways in which suppliers of finance
to corporations assure thenselves of getting a return on their
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investnment. It can be also defined as the total of operations and
controls of an organization (Fama and Jensen, 1983) or as an overall
structured system of principles (Dey Conmttee, 1994; CECD, 1999)
according to which an enterprise operates and is organi zed, nanaged
and controlled. The purpose of this systemis to ensure the pronotion
of an organisation's collective interest as well as the uni npeachabl e
character of its procedures. The goal is to provide senior executives
with accurate and tinmely information about the firms internal and
external environment.

Wiile many |aws, codes, conmttees and discussion groups have been
working on corporate governance since decades, a series of
extraordi nary accounting scandals and the collapse of a nunber of
hi gh-profile firns (such as Enron, WrldCom and Parnalat) acted as
the shaking news that turned the focus upon Corporate CGovernance. The
Sar banes- Oxl ey Act of 2002 constituted a reaction against those facts
that ained at preventing any repetition of simlar phenonrena and
stressed out the significance of corporate controls and auditing. It
was the |egislative key novenent that signalled the beginning of a new
audit culture. The Act includes a wide variety of measures that |ay
the foundations for a legislative approach of effective Corporate
Governance by stressing out those issues that deal with control of
financial information.

Many things have been witten about the significance of the Sarbanes-
Oxl ey Act and about internal audit in general. However, there are not
many references to the significance of |IT, even though financial
reports are produced by |IT systens. Such systenms usually cover the
i nput, authorisation, recording, execution and reporting of financial
transactions. As such, they are directly related to the overall
process of creating financial reports and should be assessed with the
sane attention paid to all inportant projects, according to the
Sar banes- Oxl ey Act (1 TA, 2006).

IT Governance is a responsibility of both Board of Directors and
Executive Managenent. | T Governance (I TG consists of the |eadership,
organi zational structures and processes for planning and organi zi ng,
acquiring and inplenenting, delivering and supporting, and nonitoring
IT performance (I TA, 2003; Schwarz and Hi rschheim 2003). Its goal is
to hel p business executives ensure that a conpany’s IT infrastructure
and information flows: a) are aligned with the conpany’s corporate
goals, strategies and profitability neasures; b) can be assessed for
incurring risks and nmitigating actions.

In fact, the responsibilities of both Board Directors and Executive
Managenent regarding | T have evol ved and becone even nore conplicated.
This evolution of responsibilities took place from the Ilevel of
estimating the inpact of specific technology issues wthin an
enterprise to the level of IT governance as the main source for
achi evi ng busi ness objectives (Trites, 2004). Both Board Directors and
Executive Mnagenent should becone aware of their evolving role in
terms of IT Governance, since their tasks depend on the information
t hey receive (Hardy, 2006).

Control frameworks
The need to strengthen |IT Governance and closely relate it to

Corporate Governance is assuming central role in today’s business
managenment (Shleifer et al, 1997; Van G onbergen, 2004). The Bank of
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International Settlenments (BI'S) recommends that conpany directors
should address IT as an integrated itemof their strategic agendas and
not as a support function of business strategy. Indeed, the mgjority
of board nenbers recognise the vital inportance of |IT CGovernance for
their organisation as well as the significant negative effects that
may derive formIT (violations, thefts, m stakes).

However, putting | T Governance into action renmains a challenging issue
for business executives and |IT experts alike. In a 2001 survey by
(Pricewat erhouseCoopers, 2001), alnpst two thirds of the surveyed
nenbers of Boards of Directors do not feel confortable answering
questions concerning |T. They further consider that these questions
should only be directed to their ClGs and/or their |IT departnents. In
a simlar 2005 survey by (ITA, 2006), alnobst three out of four
conpani es do not exanmine |T-related risks on a regular basis. Fromthe
corporate nanagers’ point of view, the reason for that should be
sought in: a) difficult to conprehend technical descriptions of IT
systens; b) nostly admnistrative/accounting approach to IT risks by
busi ness executi ves.

Beyond issues of understanding |IT, organizational data noves between
mul tiple business groups and |IT systens on its way from initial
transactions to the reports that senior executives nust attest to.
Attesting to the accuracy of the data requires confidence in
accounting procedures and controls. Attesting to the confidence in IT
systens that house, nove and transform data requires confidence in the
processes and controls for those |IT systens.

Control frameworks have been trying to give an answer to these
problems. In general, there are two categories of control nodels:
busi ness control nodels and I T control nodels.

The nost well-known business control nodel is COSO COSO |Internal

Control -Integrated Framework was published by the Committee of

Sponsoring Oganisations of the Treadway Commission, in order to
define a framework that would inprove the quality of financial

statuses and ethics by neans of an effective system of internal audit.

The aim is to enable higher level enployees to set appropriate
internal controls for ensuring that a conpany’s mission and targets
for profit-making are achieved. The second COSO framework is COSO
Enterprise R sk Managenment — Integrated Framework. It was published in
order to assist enterprises to evaluate and inprove risk managenent

(effective identification, evaluation, risk managenment), while COSO
ERM is the next step towards the expansion of the process *“Added
Val ue” of the Sarbanes—Oxl ey Act.

COBIT (Control OBjectives for Information and rel ated Technol ogies) is
an open standard published by the IT Governance Institute (ITA) and
the Information Systens Audit and Control Association (ISACA). It is
an |IT Governance framework built in part upon the COSO framework.
CBIT was first published in 1996. COBIT 3 version, which was
published in 2000, was the one that become w dely known and was
adopted by nmany conpanies. COBIT 4 was published in 2005.

CBIT helps business nanagers bridge the gap between control
requi renents, technical issues and business risks. A recent study by
(1 T Pri ceWat er houseCoopers, 2006) showed that:
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The awar eness and knowl edge of COBIT has increased from 18% i n 2003
to 27% in 2006. In addition, one out of seven executives surveyed
said that they have a very good know edge of that franework

The application of COBIT, according to those asked, is not an easy
procedure and nust be adapted to a conpany’s particularities.

One out of ten conpanies covered in the study use the COBIT
framework. In addition, one out of three of the surveyed conpanies
are “secret” users of COBIT - they either use parts of COBIT or use
it as a foundation for their internally developed |IT Governance
f r amewor k.

Alnost half of COBIT users regard it as an inportant tool for IT
Gover nance.

In terms of its capabilities, COBIT hel ps business nanagers have end-
to-end control on IT through
Maturity nodels, for evaluating the current state of |IT Governance
in their organizations and benchmark it against best-practice
principles and standards.
Critical success factors, for determning key drivers of control on
I T processes.

Key goal / performance indicators, for assessing whether an IT process
has acconplished rel evant busi ness demands.

Activity domains, categorized as: a) plan and organize; b) acquire
and inplenment; c) deliver and support; d) nonitor and eval uate.

CBIT deals mainly with what should be done and not with how it shoul d
be done. For this reason, it is necessary to supplenent COBIT by other
IT systens security standards. Such a framework is not restrictive nor
is it always the sane, since it is supplenented by other processes and
systens, while at the same tinme it keeps changing (Broderick, 2006).
Li kewise, it does not expand analytically to technical issues
regarding | T systens thensel ves.

Corporate Structures and I T Governance

As Corporate and | T Governance becone established practices, Boards of
Directors are pressed to undertake an increasing nunber of auditing
tasks. The latter can be grouped into two key supervision categories:
a) Design of disclosure controls and procedures and internal contro
over financial reporting; b) Evaluation of effectiveness of such
di scl osure controls and procedures, especially as they pertain to the
integrity of the conpany’s nanagenent infornmation systens.

These tasks are well understood by auditing experts, as they have been
repeatedly executed and refined within the classic organizationa
structure exhibited by the mgjority of enterprises: nmonolithic,
vertically integrated firns.

This fairly close link between auditing and organizational structures
may face a challenging future due to technol ogical discontinuities,
such as Internet-related technologies. The latter may help (or even
force) executives identify new opportunities in terns of how to best
allocate their resources and thus define organizational (and auditing)
boundari es accordi ngly.

I ndeed, over the past decade, a clear business trend is energing,
indicating a nove away from large, rigid enterprises and well-
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established supply chains. Instead, conpanies increasingly focus on
their core conpetencies, while engaging in flexible alliances for
suppl enenting their strengths and exploiting specialized expertise of
other firms. Exanples abound, across different industries:
in the autonotive industry, with traditionally strong supplier-CEM
rel ati onships, speed to narket leads to demand for flexibility in
supply chain configurations. As a result, Mercedes-Benz does not
build its own E-Cass cars; Magna Corporation does the work,
i ncluding final assenbly
in know edge-intensive industries (e.g. software engineering
pharmaceutical research), it is alnost typical nowadays to find
freelancers, small firns and specialized enterprises (onshore or
offshore) to form project-specific coalitions for creating new
products and services. Tom Siebel, of Siebel Systens Inc., the
software maker, clainms that such a virtual organization is the nost
important elenent in Siebel’s success: the conpany has 8,000 people
on payroll, but nore than 30,000 people work for Siebe
in relatively new industry sectors that are technol ogy-intensive
(e.g. biotechnology), innovation is achieved by many snal
resear ch-based conpanies engaging in co-opetitive relationships
that require flexible, ad-hoc and tenporary cooperation

In order to describe this evolution of organizational structures, a
nunber of terns have been coi ned, such as adhocracy (M ntzberg, 1980),
cluster organization (MIls, 1991), network organization (lmi &
Itam, 1984), and organi zational narketplace (WIlianmson, 1975). Al
these concepts share certain common characteristics, like flatter
hi erarchies, dynamc structures, enpowernment of individuals, high
esteem of individuals' capabilities, intellect and know edge.

Despite the proposed new nodels, the basic duality between a
hi erarchical (bureaucratic) and a networked structure remains. In
(Nonaka & Takeuchi, 1995), the authors argue that what is necessary
for know edge-driven organizations today is a snmart conbination of
both. They propose the concept of the hyperlinked organi zation, which
is able to maximize corporate-level (hierarchical) efficiency and
local flexibility (networked teanms) as it grows in scale and
conplexity while maintaining its basic capability to create val ue.

The inplications of the above trends for organizations have led to a
proliferation of adjectives applied primarily to enterprises, anong
others, the agile enterprise, networked organization, virtual conpany,
extended enterprise, know edge enterprise (Nonaka & Takeuchi, 1995)

| earning organization (Senge, 1990), anbi dextrous  organi zation
(OReilly & Tushman, 2004). The definitions all have their nuances,
deriving from the enphasis on one or another conbination of the
aspects above. Utimtely, however, they all point to the need to
respond to the changing |andscape of the digital econony in dynamc
and i nnovative ways.

This evolution of organizational structures into nore distributed and
col I aborative entities is fuel ed by rel evant t echnol ogi cal
i nnovations, such as web services and the semantic web. (Wen et al.,
2005) used web robots to discover the |atest know edge on the Internet
for better service of collaborative design. Furthernmore, XM. is used
to make this system nore efficient. Extensive work has been carried
out to provide solutions for collaborative and distributed product
devel opnent. (Li & Qu, 2006) reviewed related works from three
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aspects: a) visualization-based collaborative systenms; b) co-design
col I aborati ve syst ens; and c) concurrent engi neeri ng- based
col l aborative systens. Based on the review of 130 cases, they
concluded that the nmmjor issues for future collaborative system
devel opnent are as foll ows:

i ntegration of various collaborative manners and systens

security and interoperability of collaborative systens

effective sharing of knowl edge and information, which includes
financial information and ri sk managenment procedures.

Col | aboration between partners in a virtual organization from a w de
variety of domains will result in the need to share know edge from
varied sources, with different data types, file formats and software
tools. To cope with this, (Mstefai et al, 2005) proposed an ontol ogy-
based approach to enable semantic interoperability. The case study
proves the effectiveness of ontologies in collaborative product
devel opnent to support the product data exchange and infornmation
sharing. For interoperability to be achieved effectively it is
essential that the senmantic definitions of the know edge objects,
processes, contexts and relationships are defined based on a
mat hematical ly rigorous ontol ogi cal foundations (Lin & Harding, 2007).
Much current work utilizes the Wb Ontology Language for the
representation of senmantic objects, but this has a very limted
capability in terms of process definition. Simlarly, the Process
Speci fication Language has a strong process representation capability
but is weak in its representation of objects. Researchers are
therefore increasingly identifying the need for heavywei ght ontol ogies
and i nproved know edge formalism (Young et al., 2007).

The Auditing Perspective

Bringi ng together the concepts of the previous sections nmay prove to
be a significant challenge for auditors enforcing |IT Governance
principles and directives within a virtual organization structure. The
role of such auditors may need to expand in order to address new forns
of business and IT risks that will require proper checks and controls
for their containment. For exanple, the need for |IT systens
interconnection and integration in a virtual organization my by
itself be a very conplex and continuous activity. Both the
i mpl ementation and operation of such an activity will need to be
nonitored, tested and acted upon discrepancies in order to ensure that
information flows (especially financial) satisfy typical contro

obj ectives (accuracy, validity, conpliance).

Thus, the relationship between |T Governance, virtual organizations
and auditing will need to be defined at nmultiple |evels:

on the financial side, the nature of evidence and the way it is
accumul ated in such a distributed environment of business entities
may need to be altered. In addition, timng of accunulation may need
to becone continuous, thus adding a grounded need to the argunents
of (Percy, 1997). These may, in turn, lead to another cycle of
changes in the IT infrastructure of an organization, with potenti al
changes in the flow of financial information

on the operational side, a nunber of |IT and business processes wl |
need to be reengineered to account for cross-entity involvenment in
their execution. Developing and nmonitoring control objectives for
such processes may not be under the sole control of an organization

M BES* Transactions on Line, Vol 1, Issue 1, Autumm 2007 41
*Managerment of |International Business & Economic Systens



Kut si kos Beki aris, 35-45

any nore. This, in turn, necessitates new auditing approaches in
process testing and correction of control problens.

In order to address these challenges for |IT Governance and auditing
within a networked corporate structure like a virtual organization
our research ains: a) to analyze how I T Governance auditing paranmeters
and requirenents change as an organi zation evolves from a nonolithic
corporate structure to a nore distributed one; b) to provide rel evant
recomrendat i ons and sol utions.

The first phase of our research is focused on identifying the auditing
paraneters whose changes we wll follow in the aforenentioned
evolution path. In order to ensure a nethodol ogi cal approach, these
paraneters are investigated through three layers of our Auditing
Framework: Corporate Strategy, Processes, and Technol ogy (see figure
1).

« Strategic information systems
plan
« KPFI development
Corporate Strategy «IT governance committee

+ Risk assessment procedures
Processes « Governance procedures
+ Business continuity planning

Technology

Architecture  Data storage Heterorks + Data integrity and security

« Auditing software
* Infermation privacy

Figure 1. Qur Auditing Framework

The comon thread across these layers is the intrinsic delegation of
partial or full control of certain operations/processes to partners.
Hence, the common research question we face in each layer is how a
specific auditing paranmeter can be controlled, given that its
operation may depend on a nunber of ext ernal, i ndependent
entities/partners.

For exanple, in the Technology Ilayer, auditors wll need to be
know edgeabl e about the technical infrastructure underlying a virtual
organi zation (see figure 2).
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Figure 2. Typical technical infrastructure for virtual organizations
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In such an infrastructure, information flows (financial or otherw se)
through nultiple entities create severe risks with regards to data
integrity and security. New policies and procedures nmay need to be
defined, enforced and nonitored across a virtual organization. Beyond
data integrity, information privacy may be jeopardized in such a
distributed business environnent. Policies may need to be agreed
between partners but enforcement may further necessitate cooperation
anong auditors (internal or external).

Focusing on the security aspects, auditors should be able to test
conpliance against |T governance directives relevant to different
policies. Policies for virtual organizations can cover alnost every
aspect of the wvirtual organization including statements of its
purpose, its day-to-day operation and what is expected of various
nenbers (in ternms of both resources and users). W divide virtual
organi zation (VO policies into three categories:

VO wi de operational policy
VO policy on resources
VO policy on users.

Regarding VO w de operational policies, they consist of statenents
about the intended operational state of the virtual organization - as
a whole and not any single site or service. In other words, this type
of policy describes the distribution of resource utilization across
the whol e virtual organization. For exanple, a policy that states “the
conpute load of the virtual organization is to be divided equally
among all nenber sites” describes the virtual organization's intended
steady-state. Qther policies mght include:

All work is to be performed on |arge queuing systems from9 am - 5

pm and on PC clusters after hours.

75% of the wvirtual organization's data wll be stored in the

virtual organization archive. The remaining 25% wll be evenly

di stributed anong partners.

Organi zations can control security policies for the resources they
own, but it is often difficult to map some of the social and political
arrangenents that are associated with shared resources in a virtual
organi zation. Policy changes on one of the resources of the virtual
organi zation nmay indirectly affect the remaining. Tinely detection of
such changes and taking adequate neasures to notify concerned parties
and rectify themis going to be a key task for the next generation of
audi tors.

Fut ure Research

The above research findings are the results of the first phase of our
ongoi ng research initiative on corporate governance and organi zati onal
transformations. There are several directions we aim to follow in
order to fully devel op our aforenentioned framework.

W are currently focusing on expanding the quantitative side of our
research by developing relevant corporate/lT governance indices and
neasures. To that extent, a survey is under way, targeting the
collection of data for a nunber of variables per organization that are
significant to our franeworks:
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Corporate structure

Cor porat e strategy

Current corporate/lT governance infrastructure
Current auditing infrastructure.

We expect that a thorough analysis of the survey findings will help us
further clarify the role of the paraneters that control our auditing
f r amewor k.

Concl usi ons

Boards of Directors are increasingly finding thenselves functioning in

a business environment that is constantly changing. Corporate
structures are now noving from a vertical integration normto a nore
distributed and collaborative way of operating. In such an
environnent, business factors |ike strategies, operations and risks

will need to be shared anpbng partner conpani es.

Qur auditing framework is part of a research effort to analyze,
understand, and reconmend directions to the |ITl Governance auditing
comunity on how to address the aforenentioned business factors within
a virtual organization setting. Qur framework is designed to track
changes to a nunber of auditing paranmeters and requirenents that
depict an evolution path from nonolithic to distributed corporate
structures. W eventually hope to turn it into a tool that will enable
I T Governance Auditors for virtual organizations to:

have a holistic view of auditing within such a business setting;

provide expert opinions in internal audits;

define m ni num necessary auditing points; and

design best-of-breed activities for managing an audit w thin such
new cor porate structures.
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